NHOOPMALIMOHHASA ITAMSATKA
JJISA OBYUYAIOIUXCA AJIA PASMEIEHUSA
HA O®PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaxIbIM T0JIOM MOJIOJIC)KA B HHTEPHETE CTAHOBUTHCS OOJIBINE, a IIIKOJILHUKHA OJIHU W3
CaMbIX AaKTUBHBIX IOjib30BaTened Pynera. Mexay TeM, NOMUMO OrPOMHOIO KOJIMYECTBA
BO3MO’KHOCTEH, HHTEPHET HECeT M MpoOieMbl. JTa MmaMATKa JIOJDKHA ITOMOYb Tebe Oe30rmacHo
HaxOJIUTHCS B CETH.

KommnsrorepHsie BUpYCHI

KomnbloTepusiii  BUpyc - 3TO  Pa3HOBUJIHOCTh  KOMIIBIOTEPHBIX  IMPOTpPaMM,
OTIMYUTEIFHOH OCOOCHHOCTBIO KOTOpPOH SIBIAETCS CHOCOOHOCTh K pasMHOXKEHHIO0. B
JOTIOJTHEHHUE K 3TOMY, BHPYChI MOTYT MOBPEAUTH WM MOJHOCTHIO YHUYTOXHUTH BCE (allibl U
JaHHbIE, MOJKOHTPOJbHBIE I0JI30BATENI0, OT UMEHHU KOTOPOro Oblja 3alylleHa 3apakKeHHas
mporpaMMa, a Tak)Ke TOBPEIUTb WIM JaK€ YHHUUTOXHUTH OINEPAIMOHHYIO CHCTEMY CO BCEMU
¢aiinamu B 1ejaoM. B G0bIIMHCTBE CIy4aeB pacpOCTPAHSIOTCS BUPYChl U€pe3 UHTEPHET.
MeTop! 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Mcnone3yii COBPEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE CEPhE3HBIA YPOBEHb 3AIIUTHI
OT BPEIOHOCHBIX TIPOTPAMM;

2. TllocrossHHO ycTaHaBiuBal mauTd (UMQPOBBIE 3aMJaTKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHaBIMBAIOTCA C ILEJNbI0 J0pabOTKM MporpamMmbl) W JIpyrue OOHOBIJIEHUS CBOEH
onepanuoHHOM cucteMbl. CkaunBail uX TOJIbKO ¢ ouiuanbHOro caifta paspadorunka OC. Ecnu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEPE MO/ IpaBaMH MOJIb30BATENS, a HE aJIMUHUCTpAaTOpa. ITO HE
MO3BOJIUT OOJILIIMHCTBY BPEJAOHOCHBIX NMPOTpaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE MPOrpaMMHBIE TPOAYKTbl HM3BECTHBIX MPOU3BOJIUTENCH, C
ABTOMAaTHYECKUM OOHOBJICHUEM 0a3;

5. Orpannyb GU3NYECKUI TOCTYIT K KOMIIBIOTEPY ISl TOCTOPOHHUX JIUIT,

6. Hcmonp3yil BHENIHWE HOCUTENTW HHPOPMAIMM, Takhue Kak (iermka, AUCK wind (aim u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIBbIOTEpHBIE (DAIIbI, TIOJYYCHHBIC U3 HEHAJAC)KHBIX MCTOUYHHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpUcIal TBOM 3HAKOMBI. Jlydllle yTouHM y Hero, OTIpaBJsil U OH Tebe ux.
Ceru WI-FI

Wi-Fi - 310 He BU niepeiauu JaHHbBIX, HE TEXHOJIOTHS, @ BCEro JIUIIbL OpeH 1, Mapka. Eie
B 1991 rony Hunepnaniackas koMmmanus 3apeructpupoBana 6pern "WECA", uto o6o03Hauano
cinoBocouetanue "WirelessFidelity", koTopslii mepeBoauTcs kak "OecrpoBOAHASI TOYHOCTH .

Jlo Hamiero BpeMeHHM Jouuia jApyras a0OpeBuarypa, KOTOpas SBISETCS TaKOW JKe
TexHojorueil. 3to abopeuarypa "Wi-Fi". Takoe HazBanue ObLIO JaHO C HAMEKOM HA CTaHIApPT
BbICIIEH 3ByKOBOM TexHuku Hi-Fi, uTo B mepeBoje o3HavaeT "BbICOKAsk TOUHOCTH'.

Jla, OecruiaTHBIM WHTEPHET-AOCTYI B Kade, OTeNsX W a’pomopTax SBISETCS OTIMYHOM
BO3MOYHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE SKCIEPTHI CYUTAIOT, YTO OOmIenocTynHbie Wi-
Fi cetn He aBnsrOTCS O€30TaCHBIMHU.

CoBeTblI 110 0€30MacHOCTH paboOTHI B 00MIIeA0CTYTHBIX ceTsx Wi-fi:

1. He nepenaBait cBoro nuyHyto uHdopmaiuio depe3 odmenocrynasie Wi-Fi cetu. Paboras B
HUX, JKeJIaTeJIbHO HE BBOJAUTD MMAPOJIH JIOCTYIA, JIOTUHBI U KaKUe-TO HOMEDPA;

2. Hcnone3yili u OOHOBISII aHTHUBUPYCHBIE MporpaMMbl U Opanamayep. Tem cambiM Tbl
obe3omacuiib cedst OT 3aKayku BUpPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonws3oBanuu Wi-Fi otkiaroun gynknuo "OOmuit noctyn k ¢daitnam u nmpuHTepam".
JannHast (yHKIMS 3aKphITa MO0 YMOJIYaHHUIO, OJTHAKO HEKOTOPBIC MOJIH30BATENN aKTUBHPYIOT €€
JUIs y1oOCTBA UCIIOIB30BaHMsI B paboTe uiu yuede;

4. He ucnonw3yit myonuunasii WI-FI ans mepenaun TUYHBIX JaHHBIX, HAIPUMEpP JJIS BBIXOJA B
COIIMAJIbHBIE CETU WJIU B DJIEKTPOHHYIO TIOUTY;



5. Hcnonw3yii Tosibko 3ammuiieHHoe coenuHenne yepe3 HTTPS, a ue HTTP, t.e. mpu HaGope
BeO-apeca BBoau uMeHHO "https://";

6. B MmobunsHOM Tenedone otkmoun (ynkmnuio "lTlonkmouenne k Wi-Fi aBromarndecku". He
JOITyCKai aBTOMATHYECKOTO TMOJIKII0UEHHs yeTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.
CounanbHbIe CETH

ConuanbHble CETH aKTMBHO BXOJST B HAllly U3Hb, MHOTHE JIIOAU pabOTarOT U JKUBYT
TaM TIOCTOSIHHO, a B Facebook yke 3aperucTpupoBan MWILIHAP/A YEIOBEK, YTO SIBISETCS OJHOM
celbMOM BceX KHUTeNeH IIaHeTbl. MHOTHE NOJb30BaTEIM HE MOHUMAIOT, YTO HH(pOpMaIus,
pa3MeIeHHasi UMH B COIIMAJIBHBIX CETSAX, MOXKET ObITh HAalJIeHa W UCIIOJIb30BaHa KEM YTrOJHO, B
TOM 4YHCJIE HE 0053aTENbHO C OJIaruMU HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 OE30M1aCHOCTH B COLIMATIBHBIX CETAX:

1. Orpannupb cnucok Apy3ei. Y TeOs B Ipy3bsX HE JOJDKHO OBITh CIy4ailHBIX U HE3HAKOMBIX
JTIO/IEH

2. 3amuinaid cBOKO YacTHYIO KHM3Hb. He ykasbiBail mapoiiu, TenedoHsbl, agpeca, JaTy TBOETo
POXKJIEHUS U APYryl0 JUYHYI0 WH(GOpPMalMI0. 3T0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
HMH(}OPMALIKIO O TOM, KaK Thl ¥ TBOM POJIUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. 3amuinai CBOIO PEMyTaIHio - JIEPKH €€ B YUCTOTE M 3a/aBail ceOe BOMPOC: XOTEN OBl THI,
4yTOOBI ApPYyrue IMOJb30BaTeNU BHUJAEIH, YTO Thl 3arpyxaems? [logymaii, mpexae uyeM 4YTo-TO
OMyOJIMKOBAaTh, HAMMMCATh U 3aTPy3UTh;

4. Ecnu TBI TOBOPHILB C JIOAbMHU, KOTOPBIX HE 3HACIIb, HE HCIOJIB3YH CBOE pEaJbHOE UMS U
JPYryIo JIUYHYI0 HHPOPMAIMH: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U Mpoyee;

5. U3beraii pasmemnienus ¢otorpaduii B HTepHeTe, rAe ThI M300pa)k€H HAa MECTHOCTH, IO
KOTOPOIl MOXKHO OTPEAEIUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpanmyu B COIHAIBHOW CETH HEOOXOAMMO HCIIOJIH30BATh CIIOKHBIC MapOJIH,
cocTosmue u3 OykB v UG U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

7. JIna conmanbHOM CETH, MOYTHl M APYTUX CAWTOB HEOOXOIMMO HCIIOJIB30BaTh Pa3HBIC

naponu. Toraa ecnu Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKU MOJIy4aT JOCTYH TOJBKO K

OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE ACHBIU

DNEeKTPOHHBIE JEHBI'M - 3TO OYEHb YIOOHBIH CHOCOO MIaTeXei, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU ACHBIH.

DNEeKTPOHHBIE JIEHBI'H TMOSBUIUCH COBCEM HEIABHO U MMEHHO H3-3a 3TOTO BO MHOTHX
rocynapcTBax A0 CUX IOp He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, TJ€ X Pa3AeisaioT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE ¥ HE aHOHMMHBbIe. Pa3HuIla B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pasperiaercs MpOBOAUTH Omepanuu 0e3 WAeHTU(UKAIMKU TOJb30BaTeNsd, a B
HEAaHOHMMHBIX UACHTU(UKALIHS TOIH30BATENs SABISIETCS 0053aTENbHOM.

Taxxke crnemyer paznuyarh dJIEKTPOHHBIE (hUATHBIE NEHBI'H (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) | AJIEKTPOHHbIC He(UATHBIE JCHBIU (HE PaBHBI TOCYIAPCTBEHHBIM BaTIOTaM).
OcHOBHBIE COBETHI 110 6€301MacHOM paboTe ¢ ANMEKTPOHHBIMU JCHbIaAMU:

1. IlpuBsku K cueTy MOOWIBHBIN TenedoH. DTO camblii yAOOHBIM W OBICTPBIM CHOCOO
BOCCTAaHOBHUTH JIOCTYN K cuery. llpuBsizaHHbIi TenedoH MOMOXeT, ecnu 3al0yaemb CBOM
IJIATEKHBIN MapoJIb WIN 3aliIeIIb HA CAlT ¢ HE3HAKOMOTO YCTPOICTBa;

2. Ucnonw3yit ogHOpa3zoBble nmaposu. Ilocie mepexosa Ha yCHMIIEHHYIO aBTOPU3alLMIO Tebe yxke
He OyJeT yrpoXkarh OIMacCHOCTh KPaXXH WM MepexBarta MIaTeKHOrO MapoJis;

3. BpiOepu cnoxHblii mapons. [IpectynHukam OymeT He HMPOCTO yrajaTh CIOXKHBIA MapoJb.
HanexHble maponu - 3T0 mapoJii, KOTOpblE COJEpKaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTpOUHBIE U TPONHUCHBIE OYKBBI, HU(PHI U HECKOJHKO CHUMBOJIOB, TaKMe€ KaK 3HAK J0JIjIapa,
¢byHTa, BOCKIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJAaHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.

DneKTpoHHas nouTa



DneKTpOHHAas MOoYTa - 3TO TEXHOJIOTHS U MPEOCTABIISIEMbIE €10 YCIYIH 110 IEPEChUIKE U
IIOJIyUYEHHUIO AJIEKTPOHHBIX COOOILIEHUI, KOTOpPbIE pacHpeiessioTcs B KOMIIBIOTEPHOH CETH.
OObIuHO JIEKTPOHHBIN IIOYTOBBIA  SILIUK BBITJISAUT CJIEYIOLUM obpazom:
UMS_TIOJIb30BATENA(@UMsL_JOMeHa. Takke Kpome Tepelaud IpPOCTOro TEKCTa, HMeEeTCs
BO3MOJKHOCTb TIepeiaBaTh (Panibl.

OcHOBHBIE COBETHI 10 6€30MacCHOM PadOoTe C ANEKTPOHHON MOYTOM:

1. Hago BBIOpaTh mNpaBHIBHBIA IOYTOBBIA CEpBUC. B WHTEpHETE €CTh OrPOMHBIN BBIOOD
OecCIuIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIIe JOBEPSTH TEM, KOTO 3HACIIb U KTO TEPBHIA B
pEeUTHHrE;

2. He ykaspiBail B JM4YHOW mouTe JNW4YHYO uHpopMmanuioo. Hampumep, nmydme BbrIOpaTh
"My3bIKanbHBIN _(haHaT@" wu "pok2013" BMecTo "Temal3";

3. Hcnonp3yil IByXdTamHylo aBTOPU3AIMIO. DTO KOrJa MOMHUMO HapoJisi HY)KHO BBOJUTH KOJ,
npucblIaeMblii o SMS;

4. Beibepu CIOKHBIN Taposib. JJIsi KaXI0TO MOYTOBOTO SIIIMKA JOJHKEH OBITh CBOM HAJEKHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecam ectb BO3MOKHOCTh HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC, MCHOJB3YH JTY
BO3MOYHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIUKOB. [IepBbIil [UIsl 4aCTHOM MEPENUCKH C aJpecaTamy,
KOTOPBIM ThI I0BEpsieIllb. DTO 3JIEKTPOHHBIN aJipec HE HAJ0 UCIOIb30BaTh IPU PETUCTPALIUU Ha
dbopymax u caiftax;

7. He otkpbiBaii (paitsibl ¥ Apyrue BIOKEHUS B MHUChMaX, JaXKE €CIIM OHU TMPHIILIA OT TBOMX
npysei. Jydine yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (paiiibr;

8. Ilocne oxoHYaHUs pabOTHI HA MOYTOBOM CEPBHUCE IEpe] 3aKPhITHEM BKIIAIKU C CAalTOM He
3a0yap HaXkaTh Ha "Beiidtu".

KubepOynnuHT miii BUPTyaIbHOE U3AEBATEIHCTBO

KubepOynnuar - mpeciaenoBaHue COOOIIEHUSMH, COJEPXKAIUMH  OCKOPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIUTaHCTBO; COLUANIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3IUYHBIX
WHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 10 OOPHOE ¢ KHOSPOYIITUHTOM:

1. He Opocaticsa B O60i. Jlydmmii crioco0: MocoBEeTOBAaThCS Kak ceOsi BECTH W, €CIM HET TOTO, K
KOMYy MOXHO OOpaTuTbCsi, TO BHauyaje YCHOKOUThCSA. Eciau Thl HayHellb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJIBKO €Il OOJIbIIIe Pa30skKKeIIb KOH(IUKT;

2. YrpaBiisiii cBoei KubeppenyTaiuei;

3. AHOHMUMHOCTh B ceTu MHHMas. CylIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XYJIUTaHCKUN 0Opa3 BUPTyalnbHOW >ku3HU. IHTEpHET QuKCHpyeT BCe TBOU
NEUCTBUS M COXpaHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTEIbHO;

5. Cobmroail cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHuuHblii HeraTuB. OJHOpa30BbIE OCKOPOUTENBHBIE COOOIICHHS JIydlle
urHopupoBaTh. OOBIUHO arpeccus MpeKpaliaeTcsi Ha Ha4aabHOUW CTaANu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COIIMAIbHBIX CETSIX
€CTh BO3MOYKHOCTh OJIOKMPOBKU OTIIPABKHM COOOIIEHUH € ONpeIeIeHHBIX aJpeCcOB;

8. Eciu 1Bl cBuzeTens kubepOymnHra. TBou necTBUSA: BBICTYNHMTH NMPOTUB IpecieoBaTels,
[I0Ka3aTb €My, YTO €ro ACWCTBHs OLIEHUBAIOTCS HEraTMBHO, NOAJEPXkKaTh >KEPTBY, KOTOPOH
HYXHa MCUXOJIOTHYECKasi MOMOIIlb, COOOIIUTh B3pOCIBIM O (PaKTe€ arpecCUBHOIO TMOBEICHUS B
CeTH.

MoOwibHBIH TenehoH

CoBpeMeHHble cMapT(OHBI U IUIAHIIETHl COJAEpKaT B ce0e BIOJHE B3POCIBII
(GyHKIMOHAT, W Temepb OHM MOTYT KOHKYPHUPOBaThb CO CTAllMOHAPHBIMH KOMIIBIOTEPAMHU.
OnHako, CPeACTB 3AIUTHI I OJOOHBIX YCTPOUCTB MOKA OUYeHb Maso. TecTupoBaHUE U MOUCK
YSI3BUMOCTEN B HUX IIPOUCXOJUT HE TaKk MHTEHCUBHO, Kak Juid IIK, To xe camoe kacaercs u
MOOMJIBHBIX MPUIIOKEHUI.



CoBpemMeHHbIE MOOMIIbHBIE Opay3ephl yKe MPaKTUYeCKH JTOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO

pacimupeHue QyHKIMOHaIA BIeYeT 32 CO00# OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3alUIIICHHOCTb.
Jlaneko He BCe MPOU3BOJIMTENN BBITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTHUYECKUE

YSI3BUMOCTH JIJIS1 CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI /151 6€30MacHOCTH MOOMITBHOTO TenedoHa:

Hudero He sBnsieTcs mo-HacTosmeMy OecrulaTHBIM. Byas 0CTOposkeH, Beib Koraa Tede
MpeUIaratoT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH;

Hymaii, npexae dem otnpaButb SMS, ¢orto mam Buaeo. Tel ToOUHO 3HaeUIb, T/I€ OHU
OyAyT B KOHEYHOM UTOTE?

Heo06x011M0 0OHOBIIATE OMEPATMOHHYIO CHCTEMY TBOETO CMapTQOHa;

Hcnonp3yii aHTUBHPYCHBIE IIPOTPAMMBI I MOOMIIBHBIX TeNIe()OHOB;

He 3arpyxaii mnpuiokeHHss OT HEU3BECTHOTO MCTOYHMKA, BEJb OHU MOTYT COJIEPKaTh
BpPEJOHOCHOE MPOTPaMMHOE 00eCIIeYEeHUE;

[Tocne Toro kak Thl BBIMJEIIb C CaiiTa, I BBOJIWI JUYHYIO MHQOpPMAIUIO, 3aiii1 B HACTPOIKHU
Opaysepa u ynanu cookies;

[leproauuecku npoBepsii, Kakue IUIaTHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JaBail cBoii HOMep MOOWJIBHOrO TesnedoHa TOJIBKO JIIOJAAM, KOTOPHIX Thbl 3HACIIb U KOMY
JIOBEPSEIIb;

Bluetooth momken ObITH BBIKITIOUEH, KOTJa Thl UM HE MOJb3yeribcs. He 3a0piBail mHOTIA
MIPOBEPSATH ATO.

Online urpsl

CoBpemMeHHbIE OHJIAH-UTPBl - 3TO KpacouyHble, 3aXBaThIBAIOIIME pPa3BJICUECHMUS,
00BEAMHSIONINE COTHU ThICAY YENIOBEK 10 BceMy Mupy. Urpoku mccienyroT JaHHBIA UM MHUP,
o0IatoTCs APYr C APYrOM, BBIMOJHSIOT 3aJaHMsI, CPAXKAIOTCS C MOHCTPAMH U IMOJIYYalOT OTIBIT.
3a yIOBOJILCTBHE OHHU IUIATAT: MOKYMAIOT JUCK, OIUIAYMBalOT a0OHEMEHT WM IpUOOpEeTaroT
KAaKHe-TO OIILIMH.

Bce stm cpeactBa uayrT Ha NOJAAEpKAHWE W PA3BUTHE UIPHI, a TaKXKe Ha camy
0€30MaCHOCTh: COBEPIIECHCTBYIOTCS CHCTEMBI aBTOPHU3AIMM, BBIIYCKAIOTCS HOBBIE MAT4YH
(1mudpoBBIC 3aTUTATKU JUTSI POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mopoGHBIX Urpax CTOUT Omacatbcs HE CTOJBKO CBOUX COTEPHUKOB, CKOJBKO KPasKu
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIMU OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 OE€30M1aCHOCTU TBOETO UIPOBOTO aKKAayHTa:

1. Ecnu npyroii urpok BeneT cels MI0X0 WM CO3[aeT Te0e HeMpUATHOCTH, 3a0JI0KHPYH €ro B
CIIMCKE UT'POKOB;

2. Tloxanyiics aIMHHHCTpAaTopaM WIrpbl Ha IJIOXOE IOBEJIEHUE 3TOr0 MIPOKa, KEIATEIbHO
MIPUJIOKUTH KaKUEe-TO JI0KA3aTENbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muunyto uHbopMaluio B mpodaiine urpsl;

4. YBaxkail Ipyrux y4acTHUKOB II0 UIPE;

5. He ycranaBnuBaii HeouIuaibHbIE TAaTYU U MOJIBI;

6. Mcnonb3y# CIOKHBIE U pa3HbIe [TAPOJIH;

7. JJaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOUaTh aHTUBUpPYC. [loka Thl urpaeis, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUIIMHT UK KpaXka JIMYHBIX JaHHBIX

OObIuHOM Kpaskel JeHer M JOKYMEHTOB CEerojHs YK€ HHUKOrO He YIUBHIb, HO C
pa3BUTHEM HHTEPHET-TEXHOJIOTMH  3JIOYMBIIIJICHHUKH IEPEMECTWINCh B HMHTEpPHET, U
MPOJIOIKAIOT 3aHUMAThCS "' MIOOUMBIM" IEJTOM.

Tak mosiBMIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WIM (UILMHT, TJIaBHas IIeb
KOTOPOTO COCTOUT B IOJIyYEHHU KOH(HIECHIMATbHBIX JAaHHBIX I0JIb30BATENCH - JIOTMHOB H
naposieil. Ha anrnuiickom si3bike phishing unraercs xak ¢ummar (ot fishing - peibHas 0B,
password - mapoJib).

OcHOBHBIE COBETHI IO O0pHOE ¢ PUIMHTOM:



1. Crnenu 3a cBOMM akkayHTOM. Eciu ThI 1moj103peBaeiib, 4YT0 TBOSI aHKEeTa ObliIa B3JIIOMaHa, TO
HE00X0AMMO 3a0JIOKHPOBATh €€ M COOOIIUTh aAMHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpEE;

2. Ucnonp3yit 6e3onacHble BeO-CaliThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;
3. Hcnone3yil cloXHbIE W pas3Hble mapoiu. Takum oOpa3om, eciu TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKY TOJIYy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY ITPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOsi B3JIOMaiM, TO HEOOXOIUMO TPENyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
no0aBiieHbl y T€OS B IPY3bsAX, O TOM, YTO TEOS B3JIOMAJM U, BO3MOXHO, OT TBOETO MMEHHU Oy/eT
paccbLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBBIE CANTHI;

5. YcranoBu HajgexHbIH mapoib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKII0YM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpbiBail (paitsibl U Apyrue BIIOKEHUS B MUCHbMaX, JaKe €CJIM OHU TPHIILIA OT TBOUX
npysei. Jlydie yrouyHu y HUX, OTIIPABIISLIN JIM OHU TeOe 3TU (paiiiibl.

Hudposas pemyramms

Hudposas pemyrauus - 3T0 HEraTUBHAs WM MO3UTUBHAs MHQOpMaIMs B CETU O TeOe.
Kommnpomerupytomast uapopmaiius, pa3MelieHHass B UHTEPHETE, MOXKET CEpPhE3HBIM 00pa3oM
OTpa3UThCs Ha TBOEW peasbHOM *u3HU. "Lludposas penyranus" - 3T0 TBOM UMMJIK, KOTOPBIN
dbopmupyetcs u3 nHpopMalru o Tede B UHTEPHETE.

TBoe MecTo KUTEILCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, 0COOEHHOCTH XapakTepa
1 paccKas3bl 0 OJU3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noJipoCcTKH JIETKOMBICIIEHHO OTHOCSTCSA K MyONUKaluK JUYHONH MH(OpMaluu B
WuTepHere, HE MOHKMMAas BO3MOXKHBIX MOCIEACTBHM. ThI 1axke HE CMOXKEIIb JOraJaThCs O TOM,
yto (oTorpadus, pasmMelieHHas 5 JeT Ha3a/l, cTaja MPUYMHON 0TKa3a MPUHSTH TeOst Ha paboTy.

KommenTapun, pasmemieHue TBOuX ¢oTorpaguii U JOpyrue JACHCTBUS MOTYT HE
MCYE3HYTh JaXke IOCJe TOro, Kak Thl WX ydanuib. Thl HE 3HaelIb, KTO COXpPaHWI 3Ty
nH(popMalKIo, MoNaia U OHa B MOMCKOBBIE CUCTEMbl U COXpAHWJIACH JIU OHA, a TJIAaBHOE: YTO
MOaYyMalT 0 TeOe OKpY)Karolue JIIOAU, KOTOphle HaayT W yBUAAT 3To. Haiitn mHbopmarmio
MHOTO JIET CIYCTS CMOXET JI000W - Kak W3 J0OpHIX MOOYXJACHWH, TaK W C HaMepeHUEM
MPUYUHUTE Bpel. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(POBON peryTaluu:

1. TTogymaii, mpexke 4eM 4To-TO IMyOJIMKOBATh U MepeaaBaTh y cedst B 0Jiore Wiv B COLUAIBHON
CceTH;

2. B mactpoiikax mpoduns ycTaHOBH OrpaHMYEHHs] Ha MPOCMOTP TBOEro Mpoduis U ero
COZEP)KMUMOTO, CIIeTal ero TOJbKO "jist apy3en';

3. He pa3memiaili u He yka3bpiBail MH(POpPMAIUIO, KOTOpask MOXKET KOTro-iu0o OCKOPOIATh HIIN
0OMXKaTh.

ABTOPCKOE MPaBo

CoBpeMeHHbIE IIKOJHbHUKMA - AaKTHUBHBIE II0JIb30BaTEIM LU(POBOrO MPOCTPAHCTBA.
OpHako najeko He BCE 3HAIOT, YTO MOJH30BAHHME MHOTUMHU BO3MOXKHOCTSIMU HU(POBOrO MHpa
TpeOyeT coOIt0/IeHNUs IPAaB Ha UHTEIJICKTYalbHYI0 COOCTBEHHOCTb.

Tepmun "uWHTeNIEKTyalbHAsE COOCTBEHHOCTH' OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HaunHasi ¢ HOBBIX M300pETeHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIOyrH, W 3aKaHuuBas KHUTamH, ¢ororpadusiMu, KHHODUIBMAMHU U
MY3bIKAJIbHBIMH ITPOU3BEICHUSIMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJbHYIO COOCTBEHHOCTb Ha MPOU3BEICHUS
HayKH, JIATEPATypbl U UCKYCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUYECKUN TPyA aBTOpa HE OylIeT HampacHbIM, JAacT €My CIIPaBeUINBbIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylibTaTaX CBOEro TPy/a, MOJYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxro Ge3 paszpemieHust aBTopa HE MOKET BOCIIPOU3BOUTD €ro MPOU3BEJICHHE, PACIPOCTPAHSITS,
nyOJIMYHO JIEMOHCTPUPOBATh, IPOJABaTh, MMIIOPTHUPOBATh, IyCKaTb B MpPOKaT, MyOIMYHO
UCTIOJHATD, MOKA3bIBaTh/UCIIONHATH B dHpe UK pa3meniaTsh B IHTepHeTe.



Hcnonp3oBanue "mUpaTckoro” mMporpaMMHOTO 00ecreueHus] MOKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEpU JAHHBIX K TBOMM aKKayHTaMm J0 OJOKHPOBKH TBOETO YCTPOWCTBa, I/e
yCTaHOBJICHA HeJleranbHas nmporpamma. He cTouT Taxke 3a0bpIBaTh, YTO CYIIECTBYIOT JIETAIbHbIC
1 OecruiaTHbIE POTPaMMbl, KOTOPBIE MOXKHO HAWTH B CETH.

O noprane

CereBnuok.p) - TBOW THaBHBI COBETYMK B CETH. 37€Chb Thl MOXKEIIb Y3HATh O
0€30IMaCHOCTH B CETH TMOHSATHBIM M JIOCTYITHBIM SI3bIKOM, a TP BO3HUKHOBEHHH KPUTHYECKOU
CHTyallul OOpaTUTHCS 32 COBETOM. A TaKKe IMPUHATh YYaCTHE B KOHKYpCax M CTaTh CaMbIM
IU(PPOBBIM TPAKIAHUHOM !



